
If this is your first time using 1Password, welcome! It may take some time getting used to using the
password manager, but you'll quickly see how valuable this little app can be.

When starting off, one of the IT staff will be introducing you to the app and giving you your
password. Installation of the Mac app is not required on your part, although it is covered in Section

2 for reference. Remember that it is very important that you memorize your password. Do not
write it down or print it anywhere. If you forget your password, you can contact IT to retrieve it.

The app should already be installed on your Mac. You can launch the app by clicking on the
1Password app icon in the Dock. If the app is not located on your Dock, you can find it in the
Applications folder using Finder. You can also quickly launch the app from Spotlight by using
Command + Spacebar ( ⌘ +    ).

Section 1: Starting Out with
1Password

Welcome to 1Password

Unlocking the 1Password app on
macOS

https://bookstack.reinmuthconsulting.com/books/password-management/chapter/section-21-1password-app-for-mac-windows-installation
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If you already have your password, you can enter it in the field and press return  on your keybaord.
If you don't know your password or it hasn't been given to you yet, you can contact IT for
assistance.



Since entering a password multiple times a day can be a bit of a pain, we like to lean on "Biometric
Authentication" to make things easier and more convenient. There are currently two types of Apple
branded Biometric Authentication available for use with 1Password. Touch ID and Face ID are both
generally available on modern iPhones. For Macs, Touch ID is the only one available but requires
certain hardware. If you are using a laptop, you can use the Touch ID sensor built into the
keyboard. For desktop Macs, a Magic Keyboard is required to use Touch ID. If you don't have one of
these, you will have to enter your password each time you unlock the 1Password app.

Biometric Authentication

Touch ID & Face ID

Entering your password every two weeks



For Mac users with Touch ID setup, you can unlock the 1Password app for up to two weeks if you've
signed into the app with the password recently. You can make this time period more strict but our
standard is currently two weeks. And, since your iPhone or laptop has Biometric Authentication as
well, if you forget your 1Password master password, chances are good you can open either your
laptop or iPhone with Biometric Authentication and retrieve your master password from your vault.

Your password can be found in an item in your named vault. You should have access via either
your smartphone or your Mac. You can either click on the vault with your name and scroll through
the list of items until you find the item with "1Password" in the title, or use the search function at
the top of the 1Password app. If you're having trouble finding it, contact IT.

Your password is in the password  field and it can be revealed by hovering over the field, clicking
the down arrow/chevron and clicking Reveal . You can also hold down option  (a.k.a. alt ) on your
keyboard to reveal concealed secrets.

You may also notice the Secret Key. It is only used for setting up new devices so it can be safely
ignored. You shouldn't need to use the Secret Key, but your IT tech team does. So, please do not
modify or delete it.

⛔ ️ Please do not write down (or print) either the password or the Secret Key. The
password is your "one" password — your master password — and memorization is critical. The
Secret Key is only ever used for initial setup on devices, generally once per device+account. If you
forget your "one" password, and you're not able to retrieve it on any device with Biometric
Authentication, we can share your 1Password account info with you or reset as needed.

Where to find your password

What next?



If the password is too difficult to remember, you do have the option to change it. That process is
covered in Section 4. If you're unable or unwilling to use Biometric Authentication, it is
recommended that you change your password to something that you are more likely to remember.

If you haven't already, you should install and setup the 1Password app for your iPhone. You can
find setup instructions for the 1Password mobile app in Section 5. However, the IT staff will be
assisting you in this process, so you're not required to do this alone.

Otherwise, continue to Section 6 for more reading on 1Password Vaults. To see how to create
Items in 1Password, continue to Section 7.
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